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Hash : Demo
● https://www.pelock.com/products/hash-calculator
● https://docs.oracle.com/javase/8/docs/api/java/security/MessageDigest.ht

ml
● Hash.java

● https://www.iusmentis.com/technology/hashfunctions/md5/
● MD5_impl.java
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Length Extension Attack : Demo
● MD5(secretdata) = 6036708eba0d11f6ef52ad44e8b74d5b
● "secret" = secret
● "data" = data
● 80 00 00 ... — The 46 bytes of padding, starting with 0x80
● 50 00 00 00 00 00 00 00 — The bit length in little endian

● https://cryptii.com/pipes/md5-hash
● hash_extension_1.c
● hash_extension_2.c
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MAC : Demo
● https://cryptopp.com/wiki/Category:MAC
● https://www.apriorit.com/images/articles/Top_7_Methods_of_Data_Encryp

tion_in_Android_Applications/figure-6.jpg

● HMAC.java
● https://docs.microsoft.com/en-us/dotnet/api/javax.crypto.mac?view=xam

arin-android-sdk-9
● https://docs.oracle.com/javase/8/docs/technotes/guides/security/Standar

dNames.html#Mac
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Digital Signature : Demo
● GenerateDigitalSignature.java
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Resources
● https://www.cryptologie.net/article/389/a-hash-function-does-not-provide

-integrity/
● https://101blockchains.com/cryptographic-hashing/
● https://www.youtube.com/watch?v=QLSlKxAQD8I
● https://blog.skullsecurity.org/2012/everything-you-need-to-know-about-h

ash-length-extension-attacks
● https://www.coursera.org/learn/crypto/lecture/LbrG3/introduction
● https://www.slideshare.net/HarryPotter40/hash-function-61328365
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